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On April 2, 2004, Staff sent to all interested parties three sets of proposed CPNI rules.
Staff requested comment from interested parties on the three sets of rules by May 17, 2004.
Comments were filed by Qwest Corporation, Qwest Communications Corporation and Qwest
LD Corporation (collectively “Qwest”), AT&T Communications of the Mountain States, Inc.
and TCG Phoenix (collectively “AT&T), Sprint Communications Company LP and Sprint
Spectrum LP (collectively “Sprint”), the Residential Utility Consumer Office (“RUCO”), Cox
Arizona Telcom, L.L.C. (“Cox™), MCI, Inc. (“MCI”), and the Arizona Local Exchange Carriers
Association (“ALECA™).

Based upon the comment received from all parties, Staff has enclosed a newly revised set
of proposed CPNI rules for your review and comment. The proposed Draft is based on the third
set of rules which Staff originally sent to interested parties on April 2, 2004. The proposed Draft
uses a combination of opt-in and opt-out procedures modeled on the current FCC rules,
combined with additional verification procedures. These proposed rules are only a Staff draft,
and may be modified by Staff at any time. '

The Second Draft contains the follbwing major changes from the First Draft:
A Added Section: Obtaining Approval for One-Time Use of CPNI (new section xx07)
B Removed Section: Waiver of the Rules (old section xx11)

C Revised Section: Recurring Reminders (old section xx07, new section xx10)
1) Relaxed recurring reminder requirement from monthly to annual.

D Revised Section: Verification (old section xx06, new section xx08) -
1) Specified "a reasonable amount of time" in which the company must obtain verification

of Opt-Out approval to be 180 days; .
2) Added statement that if the company fails to obtain verification within the 180 days, the

Opt-Out approval to use CPNI is no longer valid;
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a) *Must add provision that requires the company to direct any entities (affiliates, joint-
venture partners, or independent contractors) to whom it has released CPNI to stop
using the CPNI after 180 days if Verification has not been obtained,

3) Streamlined the Verification Process to allow for verification by written, electronic or
_recorded oral methods.

4) Added a prohibition on combining an inducement with an oral verification. This makes
the procedure for oral verification consistent with the rules for written or electronic
verification.

Revised Section: Obtaining Approval for Release to 3rd Parties (old section xx08, new

- section xx04 (B))

H.

1) Strengthened requirement such that release to a 3rd party requires prior express written
approval by the customer specifying the 3rd party to which the CPNI may be released.

Revised Section: Confirming a Customer's Approval (old/new section xx09)

1) Removed requirement for confirming customer Opt-Out approval because the company
must verify the opt-out approval;

2) Relaxed requirement for confirming customer Opt-In approval by eliminating the 30-day
waiting period to use the CPNI after the confirmation has been mailed.

Added Section: Severability (new section xx12)

Staff encourages all interested parties to provide comments and input. Please review

these proposed rules and file an original and 13 copies of your comments with the Commission’s
Docket Control Center, 1200 W. Washington, Phoenix Arizona 85007 on or before August 23,
2004. Further, all interested parties are invited to a workshop on September 2, 2004 at 10:00
AM Arizona time at the Commission’s offices at 1200 West Washington Street, Phoenix,
Arnzona. Staff appreciates the input of all interested parties in the development of these
important rules. '
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R14-2-xx01. Application of the Rule _

These rules govern the treatment of Customer Proprietary Network Information (CPNI)
for all telecommunications companies that provide telecommunications service in
Arizona. In addition, the Commission adopts, incorporates, and approves as its own 47
CFR § 64.2001 through 2009, revised as of September 20, 2002 (and no future
amendments), incorporated by reference, on file with the Office of the Secretary of State,
and copies available from the Commission Office, Legal Division, 1200 West
Washington, Phoenix, Arizona 85007 and the United States Government Printing Office,
P.O. Box 371975M, Pittsburgh, Pennsylvania 15250-7975. These rules are in addition to
the FCC rules and together with the FCC rules govern the release of CPNI in Arizona.

R14-2-xx02. Definitions
A For purposes of this Article, the following definitions apply unless the context
otherwise requires:

1) “Affiliate” means a person that (directly or indirectly) owns or controls, is owned
or controlled by, or is under common ownership or control with, another person.
For purposes of this paragraph, the term “own’’ means to own an equity interest
(or the equivalent thereof) of more than 10 percent.

2) “Communications-related services” means telecommunications services,
information services typically provided by telecommunications carriers, and
services related to the provision or maintenance of customer premises equipment.

3) A “Customer” of a telecommunications carrier is a person or entity to which the
telecommunications carrier is currently providing service.

4) “Customer premise equipment” means equipment employed on the premises of a
person (other than a telecommunications carrier) to originate, route, Or terminate
telecommunications.

5) "Customer proprietary network information (CPNI)" means information that
relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of
a telecommunications carrier, and that is made available to the carrier by the
customer solely by virtue of the carrier-customer relationship; and information
contained in the bills pertaining to telephone exchange service or telephone toll
service received by a customer of a carrier; except that such term does not include
subscriber list information. See 47 U.S.C. § 222(h)(1) revised 1999 (and no
future amendments), incorporated by reference, on file with the Office of the
Secretary of State, and copies available from the Commission Office, Legal
Division, 1200 West Washington, Phoenix, Arizona 85007 and the United States
Government Printing Office, P.O. Box 371975M, Pittsburgh, Pennsylvania
15250-7975.

6) "Non-listed Service" means a service that ensures that customers' telephone
numbers are not published in the telephone directory but are available through
directory assistance.

o



7) "Non-published Service" means a service that ensures that customers' telephone
numbers are not published in the telephone directory and are not otherwise
available through directory assistance.

8) “Opt-In approval” means a method for obtaining customer consent to use,
disclose, or permit access to the customer’s CPNI that requires that the
telecommunications carrier obtain from the customer affirmative, express consent
allowing the requested CPNI usage, disclosure, or access after the customer is
provided notification of the carrier’s request in conformance with section R14-2-
xx05.

9) “Opt-Out approval” means a method for obtaining customer consent to use,
disclose, or permit access to the customer’s CPNI where a customer is deemed to
have consented to the use, disclosure, or access to the customer’s CPNI if the
customer has failed to affirmatively object to approval within the 30-day waiting
period provided in R14-2-xx03(C) after the customer is provided the notice as
required in R14-2-xx06, subject to the requirements of section R14-2-xx08.

10) "Published" means authorized for voluntary disclosure by the individual identified
in the listing. .

11) "Subscriber list information" means any information identifying the listed names
of subscribers of a telecommunications carrier and such subscribers' telephone
numbers, addresses, or primary advertising classifications (as such classifications
are assigned at the time of the establishment of such service), or any combination
of such listed names, numbers, addresses, or classifications; and that the carrier or
an affiliate has published, caused to be published, or accepted for publication in
any directory format. See 47 U.S.C. § 222(e)(1) revised 1999 (and no future
amendments), incorporated by reference, on file with the Office of the Secretary
of State, and copies available from the Commission Office, Legal Division, 1200
West Washington, Phoenix, Arizona 85007 and the United States Government
Printing Office, P.O. Box 371975M, Pittsburgh, Pennsylvania 15250-7975.

~ 12) “Telecommunications carrier’” means a public service corporation, as defined in
the Arizona Constitution, Article 15, § 2, which provides telecommunications
services within the state of Arizona and over which the Commission has_
jurisdiction.

13) "Third Party" means a person who is not the customer, the customer's
telecommunications service provider, an affiliate, joint venture partner, or
independent contractor of the customer's telecommunications service provider.

R14-2-xx03. Obtaining Customer Approval to Use, Disclose, or Permit Access to
' CPNI to Affiliates, Joint Venture Partners and/or Independent
Contractors Providing Communications-Related Services
A A telecommunications carrier may, subject to opt-out approval or opt-in approval:
1) Use its customer’s individually identifiable CPNI for the purpose of marketing
comimunications-related services to that customer;
2) Disclose its customer’s individually identifiable CPNI, for the purpose of
marketing communications-related services to that customer, to its agents; its



affiliates that provide communications-related services; and its joint venture
partners and independent contractors;
3) Permit such persons or entities to obtain access to such CPNI for such purposes.

B Any solicitation for customer approval must be accompanied by a notice to the
customer of the customer's right to restrict use of, disclosure of, and access to that

“customer's CPNI. For the purpose of obtaining opt-in approval, the notice must
comply with the requirements of Section R14-2-xx05 of these rules. For the purpose
of obtaining opt-out approval, the notice must comply with the requirements of
Section R14-2-xx06 of these rules.

C Telecommunications carriers must wait a 30-day minimum period of time after giving
customers notice and an opportunity to opt-out before assuming customer approval to
use, disclose or permit access to CPNI. A telecommunications carrier may, in its
discretion, provide for a longer period.

D The telecommunications carrier shall be required to execute a proprietary agreement
that meets the minimum requirements set forth in 47 CFR § 64.2007(b)(2), revised as
of September 20, 2002 (and no future amendments), incorporated by reference, on
file with the Office of the Secretary of State, and copies available from the
Commission Office, Legal Division, 1200 West Washington, Phoenix, Arizona 85007
and the United States Government Printing Office, P.O. Box 371975M, Pittsburgh,
Pennsylvania 15250-7975 with all affiliates, joint venture partners and independent
contractors to maintain the confidentiality of the customers’ CPNI.

R14-2-xx04. Obtaining Customer Approval to Use, Disclose, or Permit Access to
CPNI to Third Parties and Affiliates That Do Not Provide -
Communications-Related Services

A A telecommunications carrier may, subject to opt-in approval, use, disclose, or permit
access to its customer’s individually identifiable CPNI to affiliates that do not provide
telecommunications-related services.

B A telecommunications carrier may, subject to express prior written request, use,
disclose, or permit access to its customer’s individually identifiable CPNI to any third
party specifically identified by the customer.

C Any solicitation for customer approval must be accompanied by a notice to the
customer of the customer's right to restrict use of, disclosure of, and access to that
customer's CPNIL For the purpose of obtaining opt-in approval, the notice must
comply with the requirements of Section R14-2-xx05 of these rules.

D The telecommunications carrier shall be required to execute a proprietary agreement
that meets the minimum requirements set forth in 47 CFR § 64.2007(b)(2), revised as
of September 20, 2002 (and no future amendments), incorporated by reference, on
file with the Office of the Secretary of State, and copies available from the
Commission Office, Legal Division, 1200 West Washington, Phoenix, Arizona 85007
and the United States Government Printing Office, P.O. Box 371975M, Pittsburgh,
Pennsylvania 15250-7975 with all affiliates, joint venture partners, independent
‘contractors, third parties, and affiliates that do not provide communications-related
services to maintain the confidentiality of the customers’ CPNL



E A telecommunications company relying on “Opt-In” approval must bear the burden
of demonstrating that such approval has been given in compliance with sections R14-
2-xx04 and R14-2-xx05 of these rules.

R14-2-xx05. Information Requirements for Customer CPNI Opt-In Notice

A A telecommunications carrier may provide notification to obtain opt-in approval
through oral, written, or electronic methods.

B The contents of any such notification must:

1) Include the definition of customer proprietary network information contained in
47 USC § 222(h)(1); 1999 amendment (and no future amendments), incorporated
by reference, on file with the Office of the Secretary of State, and copies available
from the Commission Office, Legal Division, 1200 West Washington, Phoenix,
Arizona 85007 and the United States Government Printing Office, P.O. Box
371975M, Pittsburgh, Pennsylvania 15250-7975;

2) Be mailed separately from any inducements, advertising or promotional
information. The notice shall not be included in the customer’s bill;

3) Be clearly legible, in twelve-point or larger print;

4) Be posted on the company’s web site;

5) Inform customers that their name, address, and telephone number, if published in
the telephone directory or associated with a customer who subscribes to non-listed
service, is not private information and will not be withheld from telemarketers;

6) State that the customer has a right to direct the company not to use the customer’s
CPNI or limit the use, disclosure, and access to the customer’s CPNI;

7) State that the telecommunications company has a duty to comply with the
customer’s limitations on use, disclosure of, and access to the information;

8) State that CPNI includes all information related to specific calls initiated or
received by a customer; ,

9) Inform the customer that deciding not to approve the release of CPNI will not
affect the provision of any services to which the customer subscribes;

10) State that any customer approval for use, disclosure of, or access to CPNI may be
revoked or limited at any time; and :

11) Be printed in both English and Spanish.

R14-2-xx06 Additional Information Requirements for Customer Opt-Out Notice
A A telecommunications carrier may provide notification to obtain opt-out approval
through, written, or electronic methods, but not orally (except as provided in section

R14-2-xx07). /

B The contents of any such notification must comply with section R14-2-xx05 and with
the following requirements.

1) Telecommunications carriers must notify customers as to the applicable waiting
period (minimum 30-days as provided in R14-2-xx03(C)) for a response before
opt-out approval is assumed.

2) The notice must include a disclaimer that an opt-out directive for customer
proprietary network information does not prevent the company from making



telephone solicitation or telemarketing calls to the customer and does not prevent
the company from including the customer’s listed name, address, and telephone
number in lists sold, leased or provided to other firms. This disclaimer is not
required if the company’s practice is to exclude customers who opt-out of
customer proprietary network information use from use or disclosure for
telemarketing purposes.

R14-2-xx07. Notification Requirements for Obtaining Customer Approval for

Limited One-Time Use of CPNI for Inbound and Outbound Customer
Telephone Contact

A telecommunications carrier may use oral notice to obtain limited, one-time use of
CPNI for inbound and outbound customer telephone contacts for the duration of the call,
regardless of whether telecommunications carriers use opt-out or opt-in approval based
on the nature of the contact.

R14-2-xx08. Verification of Customer Opt-Out Approval to Use CPNI

A Verification of a customer’s opt-out approval must be obtained within 180 days.
Verification of the customer’s approval shall be obtained in accordance with the
procedures set forth below.

B Verification of the customer’s approval may be obtained through written, oral, or
electronic methods. All verification methods shall be conducted in the same
languages that were used in the initial notification and shall elicit at a minimum:

1)
2)

3)
4)
5)

The 1dentity of the customer;

Confirmation that the person responding to the verification request is authorized
to make CPNI available to the telecommunications company;

Confirmation that the customer wants to make the CPNI release verification;
The telephone numbers for which CPNI information release is authorized; and
The types of service involved.

C Written verification obtained by a telecommunications carrier shall:

1)

2)
3)
1))
2)
3)

D)
2)

Be a separate document having the sole purpose of authorizing a
telecommunications company to use the customer's CPNI in accordance with this
article;

Be signed and dated by the customer authorizing the use of the customer's CPNI;
and

Not be combined with any inducement.

Electronic verification obtained by a telecommunications carrier shall:

Include electronically signed letters of authority;

Be a separate document having the sole purpose of authorizing a
telecommunications company to use the customer's CPNI in accordance with this
article; and

Not be combined with any inducement.

Oral verification obtained by a telecommunications carrier shall:

Be recorded; and
Not be combined with any inducement.



G. If atelecommunications company fails to obtain verification within 180 days of
obtaining a customer’s opt-out approval, the authorization to use, disclose, or permit
access to that customer’s CPNI is no longer valid. If verification from the customer
is not received within 180 days as required, the company shall direct any entities
(affiliates, joint-venture partners, or independent contractors) to whom it has

~ released CPNI to stop using the CPNI until such verification is obtained.

R14-2-xx09. Confirming a Customer’s Opt-In Approval

A Each time a telecommunications company receives a customer's "Opt-In" approval to
allow the telecommunications company make CPNI available to itself, its affiliates,
independent contractors or joint venture partners, the telecommunications company
must confirm in writing the change in approval status to the customer within ten days.

B The written confirmation must be mailed or e-mailed to the customer.

C The confirmation must be separate from any other mail from the telecommunications
company.

D The confirmation must clearly advise the customer of the effect of the customer's opt-
n choice and must provide a reasonable method to notify the telecommunications
company, including a toll free telephone number if the telecommunications company
made an error in changing the customer's approval status.

R14-2-xx010. Reminders to Customers of Their Current CPNI Release Election
A Telecommunications companies that have obtained opt-out or opt-in approval must
notify customers of their current election regarding the treatment of their CPNI every
twelve months.
1) In the case of opt-out approval, the notification must remind customers of their
election to allow the company to:
a Provide their information to its affiliates that provide communications-related
services to which services that customer does not already subscribe; and
b Provide their information to its joint venture partners and independent
contractors that provide communications-related services.
2) In the case of opt-in approval, the notification must remind customers of their
election to allow the company to:
a Provide their information to its affiliates that provide communications-related
services to which services that customer does not already subscribe;
b Provide their information to its joint venture partners and independent
contractors that provide communications-related services; and
¢ Provide their information to its affiliates that provide non-communications-
related services.
3) In the case of express prior written opt-in approval, the notification must remind
customers of their election to allow the company to:
a Provide their information to its affiliates that provide communications-related
services to which services that customer does not already subscribe;
b Provide their information to its joint venture partners and independent
contractors that provide communications-related services;



¢ Provide their information to its affiliates that provide non-communications-
related services; and .

d Provide their information to specifically identified third parties as requested in
writing by the customer.

B The notice must not be mailed with any advertising or promotional information.
C ~The notice shall not be included with the customer's bill.

R14-2-xx11. Duration of Customer Approval or Disapproval to Disseminate the
Customer’s CPNI '

Any approval of the use of CPNI received by a telecommunications carrier will remain in

effect until the customer revokes, modifies, or limits such approval.

R14-2-xx12  Severability
If any provision of this Article is found to be invalid, it shall be deemed severable from

the remainder of this Article and the remaining provisions of this Article shall remain in
full force and effect.
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Rio Virgin Telephone & Cablevision
PO Box 189 |
Estacada, OR 97023-0000

Mark McLemore

South Central Utah Telephone Association

PO Box 226
Escalante, UT 84726-0000

Jesse (Jay) B. Tresler

Verizon California

112 S. Lakeview Canyon Road
Thousand Oaks, CA 91362-3811

James Kenefick

Net-Tel

11921 Freedom Drive ;, Suite 550
Reston, VA 20190

John E. Zeile

Arizona Telephone Company
dba TDS Telecom

2495 Main Street

P.O. Box 220

Choctaw, OK 73020-0220

Ivan Zweig

Net-Tel

333 Washington Blvd., Suite 15
Marina Del Rey, CA 90292

Dennis Halm

Pac-West Telecomm, Inc.
4210 Coronado Avenue
Stockton, CA 95204

Ivan Sweig

Net-Tel Corporation

333 Washington Blvd.
Marina Del Rey, CA 90292

Iill Blakeley

Time Warner Telecom of Arizona
10475 Park Meadows Drive
Littleton, CO 80124

Steven Murray

Winstar Communications of Arizona
1850 M Street, NW, Suite 300
Washington, DC 20036



Steven Miller

Telseon Carrier Services, Inc.

7887 East Belleview Avenue, Suite 600
Englewood, CO 80111

Paul Pino

ICG Telecom Group - AZ
161 Inverness Drive West
Englewood, CO 80112

Rosalind Williams

Talk America

12001 Science Dr., Suite 130
Orlando, FL 32826 '

Daniel Waggoner

Davis Wright Tremaine

2600 Century Square

1501 Fourth Avenue

Seattle, Washington 98101-1688

Jacquett Peace

Premiere Network Services, Inc.

1510 North Hampton Road, Suite 120
DeSoto, TX 75115

Caltech Int’] Telecom

Bruce A. Ramsey, Esq.

Morgan, Miller & Blair

1676 N. California Blvd., Suite 200
Walnut Creek, CA 94596-4137

Clyde Austin

Buy-Tel Communications, Inc.
P.O. Box 136578

Fort Worth, TX 76136

Barry Anrich

Comm South Companies, Inc.
6830 Walling Lane

Dallas, TX 75231

Ron Johnson

Centurytel Solutions, LLC
100 Centurytel Drive
Monroe, LA 71203

Joseph Dunbar

Intermedia Communications, Inc.
201 Spear Street, 9th Floor

San Francisco, CA 94105

Jeremy Azif

- Connect!

3535 West 7th Street, Suite 1
Fort Worth, TX 76107

Robert Sokota
Metromedia Fiber Network Services, Inc
360 Hamilton Avenue

- White Plains, NY 10601

William Hunt III

Level 3 Communications, LLC
1025 Eldorado Blvd.
Broomfield, CO 80021

Don Sussman

NAS

13650 Dulles Technology Drive
Herndon, VA 20171

Andrew Stollman
Traffix, Inc.

1 Blue Hill Plaza

P. O. Box 1665

Pear] River, NY 10965

Pat Howard ,

QuantumShift Communications, Inc.
88 Rowland Way, Suite 145
Novato, CA 94945

Abdullah Sanders

“San Trac Technologies, Inc.

P. O. Box 535
Glendale, AZ 85311

James Hirschy

Rural West — Western Rural Braodband
20717 North 83rd Place

Scottsdale, AZ 85255



James Flavey

Xspedius Management Co. of Pima County,

LLC
7125 Columbia Gateway Dr., Suite 200
Columbia, MD 21046

Gregory Lawhon
Telecom Resources, Inc.
2020 Baltimore

Kansas City, MO 64108

M. Andrew Andrade

Attorney for TESS Communications
5261 S. Quebec St., Suite 150
Greenwood Village, Colorado 80111

Michael Morris
Allegiance Telecom, Inc.
505 Sansome St., Floor 20
San Francisco, CA 94111

Lynne Martinez

Pac-West ,

1776 W. March Lane, Suite 250
Stockton, CA 95207 '

Sharon Belcher

El Paso Networks
1001 Louisiana Street
Houston, TX 77002

Jeffrey Elkins

Caltech International Telecom
P.O. Box 837

San Ramon, CA 94583

James Harlan

Allegiance Telecom Company Worldwide
9201 N. Central Expressway

Dallas, TX 75231

Harold Oster

Rio Virgin Telephone and Cablevision
P.O. Box 299

Mesquite, NV 89024-0299

Allegiance Telecom
2401 SW Clear Creek Ct.
Blue Springs, MO 64015

Marianne Deagle

Birch Telecom/Ionex Telecommunications
2020 Baltimore ST.

Kansas City, Missouri 64108-1014

Sheri Pringle

Director Regulatory Affairs
Comm South Companies

2909 N. Buckner Blvd., Suite 800
Dallas, Texas 75228

Wm. B. Wilhelm

Swidler Berlin Shereff Friedman,
3000 K Street, NW, Suite 300
Washington, DC 20007-5116

Lance J.M. Steinhart

Counsel for Covista and

Viva Communications

1720 Windward Concourse, Suite 250
Alpharetta, GA 300005

Rural Network Services, Inc.
P. 0. Box 217
Midvale, Idaho 83645—0217

Robert Garcia

TSI Telecommunications Network
One Tampa Center #700
Tampa, FL. 33602-0000

M. K. Kitchens

Valor Telecommunications CLEC of AZ,
201 E. John Carpenter Fwy, Suite 200
Irving, TX 75062-2707

Western CLEC

Christopher Johnson

3650 131st Avenue SE, Suite 400
Bellevue, WA 98006



Carl Wolf Billek

Entrix Telecom, Inc

520 Broad Street
Newark, NJ 07102-3111

Anthony Acevedo

Entrix Telecom, Inc

520 Broad Street
Newark, NJ 07102-3111

Rene J. Rebillot, Chief Counsel
Public Advocacy Division
Office of the Attorney General
1275 West Washington
Phoenix, AZ 85007-2997

Arizona Community Action Association
2627 N. Third St., Suite 2
Phoenix, Arizona, 85004

Scott S. Wakefield

RUCO

1110 West Washington, Suite 220
Phoenix, AZ 85007

Cindy Manheim
Regulatory Counsel
AT&T Wireless

7277 164th Avenue NE
Redmond, WA 98052

Robert E. Kelly, Sr. Reg. Mgr.
Allegiance Telcom of Arizona, Inc.
1919 M Street, NW, Suite 420
Washington, D.C. 20036

Jon Poston, Consumer Coordinator
ACTS

6733 East Dale Lane

Cave Creek, AZ 85331

A@é@ﬂm&

Deborah A. Amaral
Secretary to Maureen A. Scott

Andrew O. Isar

TRI

4310 92nd Avenue, N.W.

Gig Harbor, Washington 98335

Gregory Hoffman

AT&T Telecommunications
795 Folsom Street, Room 2159
San Francisco, CA 94107-1243



